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Last Decade: Rise of Machine Learning

S b
A==

AR

= =1y

Learning Model

5

(Very) Simplified
Machine

[

[

[

I I

_ <

[

! =
g

[ =

[

[

[

EEEEEER. | «ENEEEEN
EEEEEEEAE ' EEEEEEEE
EEEEEEEEEEEEEEEEE
EEEEEEEEEEEEEEEEE
EEEEEEEEEEEEEEEEE
EEEEEEEEEEEEEEEEE

— |
Lk

ed.

© Fortinet Inc. All Rights Reserv

F=RTINET



POST
INFECTION

MALWARE
OFFENSE

PRE
INFECTION

F=RTINET

MALWARE

TARGETED
RANSOMWARE
WITH LATERAL

MOVEMENT

0-DAY
EXPLOITATION

RANSOMWARE

NATION STATE
TOOLS

© Fortinet Inc. All Rights Reserved.

EDR

ENDPOINT
SECURITY
DEFENSE

NGAV



Gartner

Notes/Sources:

laaS, SaaS

The security mindset has shifted to acknowledge that prevention alone is not
enough; security and risk management leaders must be able to more easily

harden endpoints and perform more detailed incident response to resolve
alerts.

1. Gartner Magic Quadrat for Endpoint Protection Platforms, August 2019.
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Source: Gartner. Critical Capabilities for Endpoint Protection Platforms. October 2019. and Gartner Market Definition for Endpoint Detection and Response Tools
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